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3.1

Background

The School will enhance / top up the IT infrastructure so as to set up the necessary WiFi
environment in the school premises (full WiFi coverage in ALL classrooms and its open areas)
for supporting e-learning. Regarding the enhancement of WiFi infrastructure, we would like to
hire a contractor to design, build, operate and maintain the whole infrastructure; and to pay for
the service through a purchase model.

The Whole Design
The quoted price should include installation, setup, configuration and maintenance fee.

User Requirements
This section specifies the user requirements of the School’s WiFi network. The Contractor shall
be capable of supporting the requirements set out below.

Standard Provision (to be amended according to the School’s requirement)

® WiFi Internet Connectivity - using IEEE 802.11a/b/g/n/ac/ax network in standard
classrooms. The minimum number of classrooms to be covered shall be at least equal to the
number of approved standard classrooms for the 2024/27 school year.

® Number of Concurrent Connection - commensurate with the maximum number of students,
say 40, in a class with at least 3 Mbps upload / download bandwidth per connection.

® Authentication Method - Use Hong Kong Education City accounts for authentication to save
the effort for device registration.

® Session Control - allow multiple devices per user account to be authenticated using Hong
Kong Education City.

® Internet Content Filtering Service - based on filtering profile commonly adopted by most
schools and managed by vendors.

® Existing Network Facilities - can rely on any existing network facilities and cabling of the
School. Contractor should provide maintenance service within contract period in case existing
cables, LAN ports are re-used.

® Hardware configuration - School must have fully administrative right to configure Access
Point controller and switch setting.
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Managed Service - operate the Wi-Fi network using managed service model, provide end-
to-end service with single point of contact including configuration, provisioning of service,
proactive monitoring, maintenance and regular reporting.

Service Level Agreement - ensure at least 99.7% availability of the WiFi service, support
four-hour response time and four-hour service recovery with active monitoring, helpdesk
support with support hours from Mon to Sat 8:00 am to 6:00 pm, and provide monthly
monitoring reports for the School.

The Contractor shall reinstate and make good the concerned area of the School to the

satisfaction of the school management after removal of the hardware.

3.2. Deliverables
3.2.1. The Contractor is required to provide the following deliverables for the WiFi network

3.2.2.

4.

design:
Master Activity Plan
Network Configuration Report and Network Diagram
Network Test Plan and Network Test Result Report
Operation Manual for End User
User Acceptance Test Plan
Exit Plan

The Contractor is required to provide the monthly monitoring report with the following items:
Network Health Report
Network Usage Report
Reporting of security incidents
Reporting on trend and statistics of incident and their analysis
Reporting of the failure rate for all equipment with detailed fault analysis
Problem log and incident log for critical failure of the network
Statistical report on the type and no. of calls

Summary of the outstanding enquiry for the month-to-date

Technical Specification
4.1. WiFi network

4.1.1. The Wireless LAN (WLAN) System of the WiFi network shall support simultaneous dual-

operation-mode, that is, FAT Access Point (AP) and THIN AP are both supported together
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41.2.

4.1.3.

4.1.4.

4.15.

4.1.6.

4.1.7.

4.1.8.

with WLAN Controller. WLAN Controller shall be capable of fully centralized provisioning,
configuration and monitoring all APs functionalities; physical controller on premises is
required.

The thin client WLAN AP shall be a high performance wireless network access device, which
shall be connected with the Power over Ethernet (PoE) Access Switches via Structured
Cabling System. Appropriate type of connection cables between WLAN APs and the antenna
shall be provided.

The WLAN APs shall be WiFi 6 standard or above, support dual band of 2.4 GHz and 5 GHz

with maximum rate 2.975Gbit/s or above.

The Contractor shall design the WLAN System to provide the coverage for the required
wireless coverage place. The received signal strength measurement from the WiFi Service at
the WiFi client device (such as tablet PC or notebook computer) is no worse than -68 dBm.
The Contractor shall provide certificate or test report to illustrate that the WiFi client device

for testing satisfies the power emission requirement.

The WLAN AP shall support DHCP, PoE, WPA2, IEEE 802.1x and certificate authentication.

The WLAN System shall support automatic channel selection, protocol filtering,

multicast/broadcast storm filtering and load balancing.

The WLAN system shall allow multiple devices per user account to be authenticated using

Hong Kong Education City accounts.

Each WLAN AP shall be able to support at least concurrent 40 users connecting to the network
simultaneously. In no circumstance shall the speed of data transmission symmetrically fall
below the data rate requirement at any place or any corner or any highly congested area within
the areas being covered. In case the transmission speed is below the said data rates, the
Contractor shall be responsible for all remedial measures to rectify or configure fine-tuning
of antenna or even increase the quantity of the WLAN AP at Contractor’s own costs in order
to meet the data rate requirement as mentioned in the Specification. A complete set of

catalogues with brand and model shall be submitted and highlighted for reference. The
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4.1.9.

catalogues shall show all the features and technical specifications of the products and systems.

The system shall provide bandwidth control per user basis.

4.1.10. The WLAN shall allow different authentications by using Service Set Identifiers (SSIDs).

4.1.11. The SSIDs shall be able to be set hidden from searching by WiFi devices. The devices have

to manually set SSID to make connection.

4.2. Core Switch

4.2.1.

4.2.2.

4.2.3.

4.2.4.

4.2.5.

4.2.6.

4.2.7.

4.2.8.

4.2.9.

The Core Switch would be responsible for connecting all PoE access switches in typical floors
for WLAN AP.
The Core Switch shall be capable of providing the required bandwidth, QoS, and policy-based

routing to carry all sorts of information including video, voice, data, image, etc.

The Core switch shall not be the same equipment as the Broadband Router or Firewall. A

separate core switch must be provided.

The Core Switch shall be a 24/48 x 10/100/ 1000Base-T Ethernet ports, 4 x 10 GE SFP+ with

10G connection to each PoE Access Switch on typical floors.

The Core Switch shall support Layer 2 and Layer 3 switching and capable of providing the
packet forwarding rate of 96 Mpps and switching capacity 128/672 Gbit/s at least.

The Core Switch shall support basic IP unicast routing protocols, Static route, Routing
Information Protocol (RIPv1, RIPv2), inter VLAN routing.

The Core Switch shall support Internet Group Management Protocol (IGMP) snooping and

multicast and unicast storm control, Spanning-Tree Protocol.

The Core Switch shall support WebGUI Management, Access Control Lists (ACLs), DHCP
Interface and SNMP.

The Core Switch shall support VLANS including support for IEEE 802.1Q and IEEE 802.1p.
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4.3. PoE Access Switch

43.1.

4.3.2.

4.3.3.

4.3.4.

4.3.5.

4.3.6.

4.3.7.

4.3.8.

4.3.9.

The Access Switches shall be deployed to provide high performance interconnectivity
between the Core Switches and the WLAN APs on typical floor.

The Access Switch shall consist of 24/48 x 10/100/ 1000Base-T Ethernet ports, 4 x 10 GE
SFP+ 2 stack ports with a 10G uplink ports connected with the Core Switch.

The Access Switch shall be used for connecting the WLAN APs. The Contractor shall
determine the Maximum power loading of the devices to be connected with the PoE Access
Switches. The Contractor shall provide additional PoE Access Switch(es) if the total power
loading summed up from the PoE devices exceeds the maximum power loading capacity of
the PoE Access Switch.

The Access Switches shall support VLAN configuration.

The Access Switches shall be of forwarding performance 132 Mbps and switching capacity
176Gbps/520Gbps at least.

The Access Switches shall be provided sufficient port density to meet all the required links.

The Access Switches shall support PoE and shall conform to IEEE 802.af / IEEE 802.3af
standard, which delivers power over single copper UTP cable for WLAN AP.

The Access Switches shall support Internet Group Management Protocol (IGMP) snooping

and multicast and unicast storm control, [EEE 802.1D Spanning-Tree Protocol.

The Access Switches shall support Virtual local area network (VLANS) including support for
IEEE 802.1Q and IEEE 802.1p.

4.3.10. The Access Switches shall support WebGUI Management, Access Control Lists (ACLs),

DHCP Relay and SNMP.

4.4. Firewall (if any)

44.1.

The performance of the Firewall shall not be degraded with 100% Internet bandwidth
utilization.

4.4.2. Network Address Translation (NAT) is required.
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443.

4.4.4.

445.

4.4.6.

4.4.7.

44.8.

Access control Policy is required.

The configuration settings of the appliance shall be allowed to export to files for backup and
restore for rapid recovery and shall control all incoming and outgoing Internet traffic, serving
as the sole entry and exit point between the Internet and the WLANSs in all locations.

The configuration settings of the appliance shall support blocking specific network ports,
including ports of Transmission Control Protocol (TCP) and User Datagram Protocol (UDP).
Blocking denial of service (DoS) attacks and malformed packet attacks shall also be
configured

The firewall policy should be applied to control network traffic such that public users should
be prohibited to access the internal network segments of the School.

The router policy should be applied to shape the guest user VLAN traffic to designated
bandwidth requested by School to preserve the e-learning in class which is the primary

purpose of School Wi-Fi.

The firewall should support dual WAN (1000 Mbps each) after enabling main policies.

4.5. Service Requirements

45.1.

45.2.

45.3.

454.

4505.

45.6.
45.7.

45.8.

The Contractor shall be responsible for the total project management and shall assign a person
to act as the single contact point to the School regarding all related activities of the contract.
This single contact point cannot be transferred to a sub-contractor. Contractor should formally
inform the School in writing if there is a change of contact point.

The project manager of this project shall be the staff of the contractor for at least 6 months.
The contractor shall prove the employment of the project manager by providing supporting
documents during tender submission.

The project manager shall attend the project meeting before completion of the project.

The Contractor shall provide rack/cabinet or use existing school rack if there is available rack
space. All switches/firewall shall be properly installed into wall mounted cabinet or rack.

Cables shall be labelled with connected port and its device id.

All the equipment shall be labelled with an identifiable id.

The placement of cables, cabinets, racks and appliances shall be shown on the network
diagram.

Switches and/or other appliances shall be properly installed into cabinet/rack with appropriate
ventilation.
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4.5.9. Cable length shall not be excessive nor too short in which preventing door opening or closing.
4.5.10. 13A power cord(s) shall be bundled with appliance(s).
4.5.11. Cable shall be properly set up onto appropriate cable management guide.

4.5.12. Contractor should make sure that the actual environment is suitable for the installation and
operation of equipment with the School agreement in advance, and make necessary
suggestions, if any.

4.5.13. Contractor should make sure all reused cables run in normal situation (i.e. 1Gbps). In case of

any malfunction, contractor should repair them at their own cost.

4.6. Service Level Requirements

4.6.1. The Contractor shall provide incident/problem report to the School within 5 working days

after each incident and the resolution taken.

4.6.2. The Contractor shall derive mechanism, including forms and reference tables for measuring
and recording the Service Level Measures, to ease the administration and monitoring by the
School.

4.6.3. Advanced notice by at least 2 weeks shall be given to the School prior to all scheduled
maintenance. At most 4 scheduled maintenances per year are excluded from the calculation
of Service Levels. No more than 1 hour service interruption or an agreed time slot is accepted
for each scheduled maintenance.

4.7. Helpdesk Service
4.7.1. The Helpdesk Service shall maintain dedicated hotline, including phone, email, instant
messaging and fax, for enquiries and complaints.

4.7.2. The Helpdesk Service shall answer enquiries and complaints originated from the School not
only concerning the Service, as well as remote re-configuration of existing firewall, switches,
virtual machines, active directory and PC/files management.

4.7.3. The Helpdesk Service shall operate 24hours from Mon to Sat, and 9am to 5pm with operators
providing tier remote re-configuration services .
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4.7.4. The Contractor shall provide helpdesk staff with the necessary tools, including but not limited

to hardware and software, related training for supporting the Service.

4.8. User Acceptance Test

4.8.1. The Contractor shall conduct tests with the School before the service is officially accepted

and subscription started. Tests shall include User Acceptance Test for reliability and

performance of the hardware and software, and also the monitoring, operation support and all

other aspects related to the Service Level Agreement of the Service.

5. Schedule of Work

Phase Items Starting Date Ending Date Service fee

I Build up of WiFi network May 2024 15 July 2024 0

] Subscription of service Ending Date of 3 years Quoted
(Warranty) Build up Warranty price

6. Tender Preparation and Submission

6.1. The Service Provider is required to submit the following information and document.

Price Schedule

Proposed AP location mark on the Floor plan

Proposed Network infrastructure show on the Network Diagram

Implementation Plan
® WLAN system certificates issued by OFCA

® Product information including technical and descriptive literature and catalogues. Information

provided by the manufacturer shall be able to substantiate that the products offered meet the

mandatory Technical Specification.
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